
REPORT ON CYBER ATTACK TYPES BY RUSSIA, NORTH
KOREA, AND CHINA AGAINST US SYSTEMS

INTRODUCTION

This report details the prevalent types of cyber attacks orchestrated by state-
sponsored or state-affiliated actors from Russia, North Korea, and China targeting
United States systems. Understanding these methodologies is crucial for bolstering
national security and developing effective defensive strategies. The information
presented herein is based on public reporting and threat intelligence, focusing on
common tactics, techniques, and procedures (TTPs) employed by these actors.

1. RUSSIAN CYBER OPERATIONS

Russian state-sponsored cyber activities are often characterized by a blend of
espionage, disruption, and influence operations. Their objectives frequently align
with geopolitical aims, seeking to sow discord, gather intelligence, and undermine
adversaries. These operations are typically conducted by well-resourced groups
with strong ties to Russian intelligence agencies.

1.1. Motivations and Objectives

Geopolitical influence and destabilization of adversaries.
Espionage and intelligence gathering, particularly concerning political and
military matters.
Disinformation and propaganda campaigns to influence public opinion and
political discourse.
Disruption of critical infrastructure and government operations.
Intellectual property theft and economic gain to bolster national capabilities.
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1.2. Common Tactics, Techniques, and Procedures (TTPs)

Advanced Persistent Threats (APTs): Sophisticated, long-term campaigns
executed by groups such as APT28 (Fancy Bear) and APT29 (Cozy Bear),
focusing on stealth and deep infiltration.
Phishing and Spear-Phishing: Highly targeted email campaigns designed to
trick individuals into revealing credentials or downloading malicious payloads.
Malware Deployment: Use of custom-built or modified malware for
persistent access, command and control, data exfiltration, and system
disruption.
Supply Chain Attacks: Compromising software vendors or IT service
providers to gain access to a broad range of downstream targets (e.g.,
SolarWinds incident).
Exploitation of Vulnerabilities: Leveraging known (N-day) and unknown
(zero-day) software vulnerabilities to gain initial access and move laterally
within networks.
Ransomware Operations: While often attributed to criminal groups, some
ransomware activities show links or tacit approval from state actors, used for
financial gain or to inflict economic damage.
Disinformation and Influence Operations: Utilizing compromised accounts,
social media, and websites to spread narratives that align with Russian
strategic interests.

1.3. Notable Attack Vectors and Examples

Election Interference: Targeting electoral systems, campaign data, and
disseminating politically sensitive information.
Critical Infrastructure Targeting: Attempts to compromise energy grids,
transportation systems, and government networks, demonstrating a
capability to cause widespread disruption.
Government and Defense Espionage: Exfiltrating sensitive data from US
government agencies, military branches, and defense contractors.

2. NORTH KOREAN CYBER OPERATIONS

North Korean cyber activities are largely driven by the regime's need to acquire
foreign currency to fund its weapons programs and sustain its economy amidst
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international sanctions. Espionage and targeted disruption also play a significant
role.

2.1. Motivations and Objectives

Sanctions Evasion and Revenue Generation: Primarily through theft of
financial assets, cryptocurrencies, and intellectual property.
Espionage: Gathering intelligence on foreign policy, military capabilities, and
technological advancements.
Weapons Program Funding: Direct acquisition of funds to support
development and maintenance of WMDs and missile programs.
Information Operations: Propaganda and influence campaigns to support
regime narratives.

2.1. Common Tactics, Techniques, and Procedures (TTPs)

Cryptocurrency Theft: Targeting cryptocurrency exchanges, decentralized
finance (DeFi) platforms, and individual wallets through various means
including hacking and social engineering.
Financial Institution Targeting: Attempts to compromise banks and
financial networks, often via SWIFT vulnerabilities or direct network intrusion.
Spear-Phishing and Social Engineering: Exploiting human trust to gain
access to sensitive information or corporate networks.
Malware Development: Creating custom malware, often with remote access
trojan (RAT) capabilities, for espionage and financial theft.
Exploitation of Software Vulnerabilities: Regularly exploit known
vulnerabilities in web applications and software to gain initial access.
Social Media and Gaming Platforms: Using these platforms to recruit,
communicate, and identify potential targets or for direct financial gain.

2.3. Notable Attack Vectors and Examples

Theft from Cryptocurrency Exchanges: Numerous high-profile hacks of
exchanges worldwide.
Attacks on Financial Institutions: Including attempts to steal funds via
SWIFT.
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Espionage Against Defense Contractors: Targeting entities involved in
sensitive defense projects.
Ransomware: Although less prominent than other methods, ransomware has
been used, often to extort funds.

3. CHINESE CYBER OPERATIONS

China's cyber operations are vast and multifaceted, primarily focused on long-term
espionage, intellectual property theft, and gaining strategic advantage. While
disruption and influence operations are also observed, the emphasis is often on
economic and intelligence advantages.

3.1. Motivations and Objectives

Economic Espionage: Theft of intellectual property, trade secrets, and
sensitive business information to fuel economic growth and technological
advancement.
Intelligence Gathering: Extensive collection of information on governments,
defense entities, research institutions, and corporations globally.
Political and Military Advantage: Gaining insights into foreign policy,
military strategies, and technological developments of competing nations.
Influence Operations: Shaping global narratives and gaining leverage
through intelligence collection.

3.2. Common Tactics, Techniques, and Procedures (TTPs)

Espionage-Focused APTs: Numerous state-backed groups (e.g., APT1, APT10,
Red-Digit-Team) conduct sophisticated, long-term espionage campaigns.
Web Application Exploitation: Compromising public-facing web servers and
applications as an initial entry point.
Supply Chain Attacks: Injecting malicious code into software updates or
hardware components destined for targeted organizations.
Credential Stuffing and Phishing: Exploiting weak credentials and using
social engineering to gain network access.
Exploitation of Vulnerabilities: A consistent focus on exploiting known
vulnerabilities, sometimes in concert with zero-day discoveries.
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Data Exfiltration: Employing stealthy methods to extract large volumes of
sensitive data over extended periods.
Watering Hole Attacks: Compromising websites frequently visited by specific
target groups to infect their systems.

3.3. Notable Attack Vectors and Examples

Massive Data Breaches: Targeting government agencies, healthcare
providers, and corporations for sensitive personal and corporate data.
Intellectual Property Theft: Widespread campaigns aimed at stealing
research, patents, and proprietary technologies from various sectors.
Targeting of Defense Industrial Base: Extensive efforts to acquire
information on advanced military technologies.
Supply Chain Compromises: Attributed to attacks that compromised widely
used software or hardware.

4. COMMONALITIES AND DIFFERENCES

While distinct in their primary motivations and specific TTPs, these actors share
commonalities in their reliance on APTs, exploitation of vulnerabilities, and the use
of phishing and social engineering. However, Russia often emphasizes disruption
and influence, North Korea prioritizes financial theft for regime survival, and China
focuses heavily on long-term economic and intelligence espionage.

5. CONCLUSION

The cyber threat landscape posed by Russia, North Korea, and China is dynamic
and persistent. Each nation state employs a unique combination of sophisticated
TTPs tailored to their strategic objectives. Continuous monitoring, robust
cybersecurity defenses, international cooperation, and rapid threat intelligence
sharing are essential to mitigate the risks posed by these actors to US systems and
national security.
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